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Add security to confidential information to be sent via email
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Introduction

In an ideal world sensitive information should not be sentby email because itisn'ta
secure form of communication. However, living in the real world and needing to use
email there are a couple of things we can do to help maintain the security of
information.

The more sensitive something is, the more control ought to be added. It doesn’'t matter
ifitis the personal data of one person or one hundred people, all personal data
(especially Special Category “sensitive personal” data) should be protected and handled
in a secure professional manner by University staff.

Firstly, as a way of adding to the security of the process all staff who deal with sensitive
or confidential information on a regular basis should turn off the auto-complete
function in Outlook so that the whole address must be typed. Carryingout this process
acts as an additional check that the address s the correct one and not a similar one
suggested by the auto-complete function. (See Appendix one for this process)

Secondly, staff sending out highly personal or confidential information via email should
first create thetextin Word and then password protect the document before attaching
itto any email. (See Appendix two for this process) Where multiple documents need to
be sent by email or the contentisnotin Word format, multiple files can be encrypted
with a password ready from emailing. (See Appendix three for this process)

As an example - a member of staff ina team has an ongoing commitment to the care
and supervision of a student with a health problem and will need to communicate with
them on aregular basis. In this case, at the start of the business relationship the
student should beissued with their own individual password which they will need to
access email attachments. When any emails are sent the information should be
protected within the email in a word attachment that onlythey can password access.

Passwords should not be sent within the same email as email attachments

All instructions below assume Windows 10 and Office 2016/Office 365
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Appendix One

Disabling Auto Complete

To turn off the auto complete, click on the “File” Menu Option in Outlook

Falder View
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=1 &5 [ cX e e
- 2 Reply All GL
Mew  MNew Meet Schedule Delete &
Email Items~- Now Meeting~ ds~ E3 Forward [
Mew Webex Delete Respond
H £
4 Favorites | Search Current Mailbo:
Inbox All Unread
Sent ltemns 4 Older
Decision notices _ o
From the menu click on “Options”
Info A(
Open & Export —
A
Save As U_
+ !
]
g

Office Account

Options

Exit

-
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From the “Outlook Options” window, click on “Mail” from the left hand list of options.

Scroll down to the “Send Messages” section

Outlook Options 7 X
General Save messages =
Mail HJ | Automatically save items that have not been sent after this many minutes: | 3 .

Calendar Save to this folder: | Drafts -
People When replying to a message that is not in the Inbox, save the reply in the same folder
Tasks | Save forwarded messages

| Save copies of messages in the Sent Items folder
Search

v| Use Unicode format
Language

Send

Advanced S I

Customize Ribbon =7 Default Importance level: !X.b MNormal «

Quick Access Toolbar Default Sensitivity level: Normal =

-

Mark messages as expired after this many days: 0
Add-ins .
Always use the default account when composing new messages

Trust Center Commas can be used to separate multiple message recipients
| Automatic name checking
| Delete meeting requests and notifications from Inbox after responding

| CTRL + ENTER sends a message

—
/| Use Auto-Complete List to suggest names when typing in the To, Cc,
and Bcc Iine-s

Empty Auto-Complete List

v| Warn me when | send a message that may be missing an attachment
MailTips

Manage MailTips options. For example, you may determine when and how to
@ display the MailTips bar and which MailTips to display.

Tracking

:3] Delivery and read receipts help provide confirmation that messages were successfully received. Not all

L5 sermail ramare and ammlicatisee commart candina ressinte

MailTips Options...

oK Cancel

Untick “Use Auto-Complete List to suggest names when typingin the To, CC and Bcc
lines”. Click the “Empty Auto-Complete List”to remove any already saved auto complete

email addresses.

Click“OK" to save the changes. Auto Complete is now disabled.
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Appendix Two

Password protectinga Word Document

To Encrypt and password protect a single Word document, click the “File” menu option
in Word.

E‘)' =

File

| QLTI Insert  Design  Layout  Referenced

L - -
D Calibri (Body) ~ /11 - A A Aa- #
Paste ¢ B I U-axx, X A-¥-A-

Clipboard = Font ]

From the “File” Menu, Click the “Protect Document” box, click on “Encrypt with

ssword”.
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Document? - Word

©

MNew
Protect Document
Open 4’ Control what types of changes people can make to
Protect this document.
Save Document ~
Ca— I:Ii,, Mark as Final .
A Let readers know the document is

Save as Adobe

PDF Encrypt with Password

} Password-protect this document

Control the types of changes others

can make

Print

Share

Export Restrict Access r unsaved changes.
@ Grant people access while removing ¥ ges.

Close their ability to edit, copy, or print.

D Add a Digital Signature

2 Ensure the integrity of the document

by adding an invisible digital signature
Account

Options

From the “Encrypt Document” window, type the password to be used.
Recommendation is that the password meets the following criteria;

e Minimum 10 characters

e Mixof upper case andlower case

e Contains atleast one number

e Contains at least one special character (!,@,&,%,£ etc)

Encrypt Document ? et

Encrypt the contents of this file

Password:

Caution: If you lose or forget the password, it
cannot be recovered. It is advisable to keep a list of
passwords and their corresponding document
names in a safe place,

[Remember that passwords are case-sensitive.)

cace

pg. 6




University of
Northampton

From the “Confirm Password” window, retype the same password, click OK to set the
password.

Confirm Password ? -

Encrypt the contents of this file
Reenter password:

Caution: If you lose or forget the password, it
cannot be recovered. It is advisable to keep a list of
passwords and their corresponding document
names in a safe place,

[Remember that passwords are case-sensitive.)

Note: Word documents encrypted in the Universities Standard version of Office (2016)
will be compatible with Word all version of Word back to version 2003. If the recipient
has any difficulty opening an encrypted word document considerer using the

instructions in Appendix 3, do not be tempted to send the Word Document
unencrypted.
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Appendix Three

Password protect documents when sending non Word or multiple documents.

Where multiple documents or files need to be emailed together encryption can be
applied to all the files using one of the following solutions (depending on the age of the
computer you will have one of the following programs installed)

e PeaZip
o 7zip

To determine which program is installed on the computer, right click on any document
or file from any location on the computer. From the menu that appears you will see
either; Peazip or 7zip in the menu.

Skip to the relevantinstructions below Peazip or 7Zip

Note files created in either Peazip and 7zip are compatible with each other, they are
also compatible with Winzip which is a paid version.
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Peazip
Documents to be encrypted will need to be located on the local PC or R: drive not on
One Drive or Tundra.

Once the Documents are copied to the computer, select all the documents to be
encrypted (CTRL + Ato select all or hold CTRL and left click on each files using the
mouse)

w Search test y=
" Mame Date modified Type Size
o+ @ Screenshot.jpg 071272018 09:28 IPG File 0 KB
+ @ SpreadSheet] xlsx 07/12/2018 09:28 Microsoft Excel W.., 0O KB
WE Document1.docx
- . ﬂ PeaZip > % Add to archive I
. ﬂ Convert to &dobe PDF sl
E Combine files in Acrobat... @ ST
ﬂ Browse path with P
Ea Scan with Windows Defender... ¥ Eract
|= Share
Give access to b
B2 Scan with Malwarebytes Anti-Malware
Send to b
Cut
Copy
Create shortcut
Delete
Rename
Properties

Right click on one of the documents to display the context menu

From the Context menu, move the mouse cursor over PEAZIP, to show an additional
menu of Peazip options, click on "Add to Archive".
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Peazip will open displaying a list of documents selected previously, from the drop

downs select the following options;

’ Create .zip | Ultra, new archive

- [m] X
File Edit Layout Tools Options Help
Archive Advanced Console Schedule
Name Type Size Folders Files Date/time Attributes Full name
= Documentl.docx .docx OB O 1 2018-12-07 09:27:08 A ChUsers\greeve\Documentsitest\Document1.docx
&= Screenshotjpg jpg 0B 0 1 2018-12-07 09:28:32 A Ch\Users\greeve\Documentsitest\Screenshot.jpg

. SpreadSheetl.xlsx xlsk 0B 0 1 2018-12-07 09:28:12 A C\Usershgreeve\Documents\test\ SpreadSheet] xlsx

Output '|| Ch\Users\greeve\Documents\test\test.zip | |

[ Enumerate folder content [ ] Use advanced filters

‘ ZIP ~ ‘@ ] Add each object to a separate archive [ Send by mail
| Uttra - | [ Append timestamp to name [J TAR before
Archive to original path
SingfEolom S doinats B Y [] Convert existing archives
(& Enter password / keyfile [ Delete files after archiving
"] Open output path when task completes
50.6 GB free (34%) 0 dir(s), 3 file(s), 0 B | 0K ¥ Cancel
u ” H H
Output Enter a meaningful file name at the end of the folder path

<meaningfullname.zip>

From the drop down below “output” the two supported option are ZIP or 7z, either is
acceptable, the recipient may have a preference both option are compatible with each

other

From the next drop down, select “ULTRA" this will ensure the file created is a small as

possible and will not cause delays when being emailed.

To set the password, click "Enter password/ keyfile".
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Password >

Password ~ | |

Confirm | |

Keyfile

Encrypt also file names (if supported by the format)

[ Keep password/keyfile for current session
[]Show password field content

v o

In the Password menu enter a password. Passwords mustbe 10 characters mix of
upper lower case and at least one number and one special character

DO NOT REUSE THE SAME PASSWORDS FOR DIFFERENT RECIPIENTS
Ensure that “Encrypt also file names (if supported by the format)” is ticked

Click OK to save the password and return to the main screen.

&7 Create zip | Ultra, new archive — O X
File Edit Layout Tools Options Help
Archive Advanced Console Schedule
Mame Type Size Folders Files Dateftime Attributes Full name
= Documentl.docx docx OB O 1 2018-12-07 09:27:08 A Ch\Users\greeve' Documentsitest\Document.docx
= Screenshot.jpg Jeg OB 0 1 2018-12-07 09:28:32 A C\Uszers\greeve' Documentsitest\Screenshot.jpg

. SpreadSheetl.xlsx xlsx 0B 0 1 2018-12-07 09:28:12 A ChUsershgreeve' Documentsitest\SpreadSheet1.xdsx

[J Enumerate folder content [ ] Use advanced filters

Output v | Ch\Users\greeve\Documentshtest\test.zip |

P w| [0 [JAdd each object to a separate archive [15end by mail
[] Append timestamp to name ] TAR before
[] Archive to original path

Ultra ~

Single vol do not split - .
Ingle volume, do not sp e [] Convert existing archives

nter password [/ keyfile [] Delete files after archiving

[[] Open output path when task completes

30,6 GB free (34%) 0 dir(s), 3 file(s), 0B - " OK ¥ Cancel

pg. 11




University of
Northampton

When a password has been entered the padlock icon next to the “Enter password /
keyfile” option will show in yellow instead of grey, confirming a password has been set.

Click OK from the bottom right of the menu to create the encrypted file. Depending on
how many documents have been selected and the speed of the computer this may take

a minute to complete.

WView
Cut T New item ~ T Open
X & v
Copy path U Easy access = Edit
Move Copy Delete Rename Mewr Properties .
Paste shortcut ta to - folder - £ History
Organize New Open
Z » Documents » test v O Search test
-
2 Mame Date modified
M= Documentl.dock j 1 7

(=N~
= =1

=

@ Screenshot.jpg
[ SpreadSheet1.xlsx
| = testzip

=1
=

=

oo co oo | oo

i
i
LAl
7N

P | P

Pd  Pd P | D

[=1
(=1
=

=R 1
Fo P | o

[T == -]

= -
=R =Rr =R -

—
'y

The encrypted file has been created, example shows as test.zip and contains all the

required documents and files.

The encrypted file can now be sent via email

pg. 12




7Zip

University of
Northampton

Documents to be encrypted will need to be located on the local PC or R: drive not on
One Drive or Tundra.

Once the Documents are copied to the computer, select all the documents to be
encrypted (CTRL+ Atoselectall or hold CTRL and left click on each filesusing the

mouse)

e

—

3 items

4t

s Quick access

= | Documents

Home Share View

|i5-'| » This PC » Documents

Mame

Document].docx

Date modified Type

07/12/2018 09:27

Microsoft Word D...

Compress to "Documents.zip” and email

[ Desktop -
@ SpreadSheet].xlsx 07/12/2018 09:28 Microsoft Excel W...
‘_’ Downloads — # | (g eenechotipg 07/12/201809:28  JPGFile
=] Documents -+ T
&= Pictures * Create a new video
b Music Edit with Photos
B videos Set as desktop background
Print
@ OneDrive - The Unive nn
Rotate right
3 This PC
Rotate left
¥ Network Cast to Device >
waq ENt Extract files... 7-Zip >
Extract Here CRC SHA )
Extract to "*\" Ea Scan with Windows Defender...
Test archive 1= Share
Add to archive... | Give access to >
Compress and email...
Send to >
Add to "Documents.7z"
Compress to "Documents.7z" and email Cut
Add to "Documents.zip” Copy

3 items selected 0 bytes

Create shortcut
Delete

Right click on one of the documents to display the context menu

From the Context menu, move the mouse cursor over 7-zip, to show an additional
menu of 7-Zip options, click on "Add to archive...".
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1Add to Archive b4

Archive:

Archive format: Tz e lpdate mode: Add and replace files e
Compression level: Mamal w Path mode: Relative pathnames o
T
Compression method: LZMAZ w Options
[]Create 5FX archive
Dictionary size: 16 MB ~
[] Compress shared files
Word size: 32 bl [] Delete files after compression
Solid Block size: 2GB v
Mumber of CPU threads: 4 w f4 Enter password:
Memary usage for Compressing: 720 MB
Reenter password:

Memary usage for Decompressing: 18 MB |

Split to volumes, bytes:

| > |

Encryption method:
Parameters:

| |

[] show Password

In the “Archive!” field type a meaningful name for the encryptedfile
<meaningfullname.7z>

From the “Archive format”drop down select either 7z or ZIP as the only two support
formats. Eitheris fine and both are compatible with each other.

From the “Compression level” drop down, select “ULTRA" this will ensure thefile created
is a small as possible and will not cause delays when being emailed.

In the “Encryption” section type the password and re-enter the same password.

Passwords must be 10 characters’ mix of upper lower case and at least one number and
one special character
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DO NOT REUSE THE SAME PASSWORDS FOR DIFFERENT RECIPIENTS

Ensure the “Encryption Method” is set to AES-256.
Tickthe “Encrypt File Names”, click OK to create the encrypted file.

Dependingon how many documents have been selected and the speed of the
computer this may take a minute to complete.

Share View
| » ThisPC » Documents

Mame Date modified

o

M= Documentl.docx
@ Screenshot.jpg

Test.7z

[ T e T e
|

e T = T
=

[ [ [

[ B T B T T W

=
—_ —d a1

e Ied el e

=

Pd g Pd P

-]
Ld Pa pa P
Fud B0 0O

=
=
—

=

The encrypted file has been created, example shows as test.7zand contains all the
required documents and files.

The encrypted file can now be sent via email
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